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Abstract

This document is a general discussion on the Best Practices in implementing the VPSX output management
server component of the LRS Enterprise Output Server in a Highly Available environment.
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Executive Summary

This Systems Engineering Techtip discusses “Best Practices” in the installation, configuration, and use
of LRS Enterprise Output Management (EOM) products. Specifically, this document addresses the
use, configuration, and placement of Certificates in a High Availability environment with VPSX and

MFPsecure.
This is considered a “living document” and will be updated periodically as new information arises and

new lessons are learned.
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OUTPUT MANAGEMENT

VPSX — CERTIFICATE CHAIN FILE

CREATE A CERTIFICATE CHAIN FILE
A Certificate Chain File contains a concatenation of all the Certificate Signing Requests (CSRs) for all the
individual servers in the EOM HA Group. The concatenated CSR Chain File is added to the Root Certificate as

depicted below.

The individual servers are displayed on the Certification Path Tab of the resulting Root Certificate (.cer file)
and this .cer file is now used for all the servers within the group.

CERTIFICATES ’> l Bs
LRs EoM Applications CERTIFICATE CHAIN FILE
DATE
05/21/2019
VIP
lrsprint-VIP.lrsing.org

The Certificate for an LRS EOM HA environment  _____ BEGIN NEW CERTIFICATE REQUEST-----
Sh0u|d be a cﬂ RDD‘t CEI’ti'FicatE tha.t -IS a VIP_111111111111311111313111111311111711

VIP_11111111111111111311111111311111111
composite of 5 sub-certificates which comprise VIP 11111111111

all the componentsof the HA EOM environment.  ~—— END NEW CERTIFICATE REQUEST-----

VPSX 1 ﬂ
CA Roort VPSX 2 i?

=
CERTIFICATE 8
- — e L === BEGIN MEW CERTIFICATE REQUEST-----
SERVER_4444444444444444444444444444444.4
SERVER_44444444444444444444444444444344
SERVER_444444444
————— END NEW CERTIFICATE REQUEST-----

————— BEGIN NEW CERTIFICATE REQUEST-----

SERVER_
SERVER_
SERVER_222222222

————— END NEW CERTIFICATE REQUEST-----

Gereral Detsls Certficaton Path
crteaton path MFPSECURE 2
MFPsecurE 1 3 rswican 3|
[;. I el

i vesx1 |\ === BEGIN NEW CERTIFICATE REQUEST-----

R SERVER. 555555
_____ BEGIN NEW CERTIFICATE REQUEST----- gy MFPsecure 1 SERVER_| 555555
SERVER_33333333333333333333333333333333 H —
SERVER_33333333333333333333333333333333 e MESKRS SERVER_555555555
- | e MEReEr 0 !\l === END NEW CERTIFICATE REQUEST-----

SERVER_333333333 5----=" MFPsecure 2

————— END NEW CERTIFICATE REQUEST-----

Cersficate status:

F«wemx =3

CONFIGURATION OPTIONS

In this example, we assume that MFPsecure is part of the EOM configuration and that MFPsecure resides on
separate servers. If MFPsecure resides on the same server as VPSX, then it is only necessary to add the VPSX
servers to the Certificate Chain File.
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VPSX — SUBJECT ALTERNATE NAME

RECOMMENDATION FOR SUBJECT ALTERNATE NAME FIELD CONTENT

It is strongly recommended that the Root Certificate used for the LRS EOM HA environment should utilize the
Subject Alternate Name rather than simply using the Common Name (CN =) field as is standard practice by
many organizations.

The Subject Alternate Name field should include (depicted in the graphic below):

e The VIP name — Fully qualified.
e The individual EOM Server names — Fully qualified.

e The VIPIP address.

e The individual EOM Server IP addresses.

CERTIFICATES
LRS EOM Applications

DATE
05/21/2019

SUBJECT ALTERNATE NAME

PROPERTIES

M Certificate X

Show: | <All>

Field

~public key

f Public key parameters
g; Key Usage

(&} [Enhanced Key Usage

3): SMIME Capabilites
v_.;.f Subject Alternate Name

(&5 Authority Key Identifier

Subject Alternate Name (SAN) Field
NOTE:
All the entries in the SAN Field begin with

"DNS Name="regardless of type of entry.

Fully Qualified DNS Names and Server IP

Addresses both begin with "DNS Name=".

7wl CRI Nictrib tinn Printe

General Details Certification Path

Value A
RSA (2048 Bits)

0500

Digital Signature, Key Encipher...
Server Authentication (1.3.6....
[1]SMIME Capability: ObjectI...
DSN=Irsprint.irsinc...

KeyID=140aba114282a72cdd...

[11CR1_Nictrib thinn Daint: Nictr ¥

> (RS

FQ Name - VIP
DNS Name=printirs.irsinc.org FQ Name - VPSX Server 1
DNS Name=HWO0000.lrsinc.org
DNS Name=HWO0001.lrsinc.org FQ Name - N"FPsecure Server 1
DNS Name=HWO0002.lrsinc.org FQ Name - VPSX Server 2
DNS Name=-HWO0003.lrsinc.org FQ Name - MFPsecure Server 2

DNS Name=172.00.00.00
DNS Name=172.00.00.01
DNS Name=172.00.00.02
DNS Name=172.00.00.03
DNS Name=172.00.00.04

IP Address - VIP
IP Address - VPSX Server 1

IP Address - VPSX Server 2

IP Address - MFPsecure Server 1

IP Address - MFPsecure Server 2

Edit Properties...

Copy to Fie...

]

CONFIGURATION OPTIONS

If VPSX and MFPsecure reside on the same server, it is only necessary to add the VPSX server information to
the SAN field.
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VPSX — CERTIFICATE PLACEMENT FOR HA

CERTIFICATE PLACEMENT
Once the new Root SAN Certificate has been created, it should be distributed to the following locations:

e On the NLB servicing the EOM HA environment. The exact location of the certificate will be
determined by the type of NLB in use.
e Bound to IIS for each of the VPSX nodes in the HA configuration (nominally two servers).
e Assuming that MFPsecure is part of the HA environment, two copies of the .cer file should be placed
in the following directory:
¢ C:\Program Files\LRS\MFPsecure\
e The copies of the Certificate should be Re-Named according to the following guidance:
¢ One copy named according to the Fully Qualified Domain name of the MFPsecure server.
¢ One copy named according to the IP Address of the MFPsecure server.

e o LRS EOM CERTIFICATE CONFIGURATION AND ¢> IRS
Date PLACEMENT — HA ENVIRONMENT
05/20/2019
Subject Alternate Name (SAN) Cert
SAN * AKA: Multi-Domain Cert
o Certificate ® Multiple Server Names
VIP ® Fully Qualified Names
customer.vip. url.net o ® IP Addresses for Named Servers
o ¢ SAN is the standard IAW RFC-2818
_ e CN field deprecation
NLB
ACTIVE / PASSIVE o Contents of the SAN Cert
o ¢« The VIP
—  HTTPS: + VPSX Servers 01 and 02
HTTPS: = IS T Port 443 + MFPsecure Servers 01 and 02

Port 443 ISNS All IP Addresses

I
N
= ,ﬁv

==
[PSX-02

E LRS XT Kits

s 1 for single
e . e function
& || C:\Program Files\LRS\MFPsecure devices.

% i :m MFPsecure-02

<
C:\Program Files\LRS\MFPsecure

|

MFPsecure-01

>~ LRS Secure Pull-Print
Agents are deployed
to MFDs.

L J
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CONFIGURATION OPTIONS
If VPSX and MFPsecure reside on the same server, the SAN Certificate must still be placed in two locations on
the VPSX servers:

1.) BoundtolllS.
2.) Two copies of the certificate deposited in the \Program Files\ directory referenced above, using the
naming convention, also referenced above.

MFPSECURE CERTIFICATE NAMING CONVENTION EXAMPLE

The content of the Root CA SAN Certificate files in the examples below should be the same as those placed in
other EOM locations. Simply change the names of the certificate files to reflect the Fully Qualified Name and
IP Address of the MFPsecure servers where they reside.

Primary HA MFPsecure Server

Location: C:\Program Files\LRS\MFPsecure\

File 1 IIS Mfpsecure-01.1lrsinc.org.cer

File 2 IIS 172.0.0.02.cer

Secondary HA MFPsecure Server

Location: C:\Program Files\LRS\MFPsecure\

File 1 IIS Mfpsecure-02.1lrsinc.org.cer

File 2 IIS 172.0.0.04.cer
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